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Abstract

If we’re honest with ourselves, Process Safety has a lack of data problem. Nowhere does this
show up more than in the types of calculations we perform for Layer of Protection Analysis
(LOPA) and Safety Integrity Level (SIL) calculations, for example. Sure, we have generic failure
data. But do we have the confidence that this generic data is right for our specific application? In
addition, many LOPA scenarios contain “one-off” equipment parameters (either initiating event
frequency or probability of failure) for which there is no generic data, leaving teams guessing at
what value to use. Worse, LOPA targets are getting smaller (i.e., le-5 or le-6 per yr) which often
leaves gaps, requiring decisions to be made regarding capital spending. Sticking with generic
data in these cases can leave us feeling that we are being too conservative. On the Operations
and Maintenance side of the LOPA equation, we face similar problems when attempting to
verify the installed performance of an IPL (Independent Protection Layer). A multitude of
assumed parameters (e.g., failure rates, test and inspection intervals, time in bypass, etc.) for
which we would like a method to incorporate actual site data into the values used during design.
And ideally this method could optimize these parameters for potential cost savings (for example,
extending maintenance intervals).

This paper will present a straightforward and easy to use method for feeding operational data
back into process safety calculations, using commercial software that is already running on your
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computer. The paper will explore how much data is needed to confidently claim a parameter
value, starting with an assumed or generic value, and periodically updating that value with small
data, as evidence (from testing, maintenance, actual demands, etc.) is collected over time. The
authors have been using these methods successfully on real process safety applications for
several years now, that were all triggered by difficulties and shortcomings in LOPA. These
application case studies will be discussed as well.

1 Introduction

What do we mean by “when LOPA fails?” We’ve all been there. Participating in a LOPA when
a handful of the scenarios being evaluated just don’t “fit” well into the method. The reasons are
varied. It could that there is no generic data available representative of the device you’re
evaluating. It could be a “residual gap” that exists (i.e., a gap less than 10) and you’re stuck
coming up with another independent safeguard. It may be that extremely ambitious (i.e., small)
LOPA targets have left large risk gaps. You may be sophisticated enough to know which
difficult scenarios to exclude from LOPA altogether (for example, human factors dominated
scenarios), but then you’re left wondering how to show that you have met the risk targets. You
might be considering performing full-blown QRA (quantitative risk analysis) but then you
realize that the generic data you would be using inspires no more confidence than what you use
for LOPA (it may have the appearance of more precision, i.e., more decimal places, but the
reality is you have no idea how well it applies in your application). All of these examples of
“fails” (and there are certainly many more) can result in degraded decision-making regarding
risk reduction allocation, to prevent major accident hazards. And we never have a blank check
that we can write.

2 “Be smart, not conservative.”

The Offensive Coordinator for the Cincinnati Bengals football team has a saying he uses with
their young star quarterback, Joe Burrow. “Be smart, not conservative.” A similar catch phrase
is “Do you want to be correct, or conservative?” Risk-based process safety requires us to
evaluate the likelihood of a potential hazard. Do we want to be correct or conservative in that
evaluation? There are times for each. But this paper addresses being correct. Would you like to
be able to make data driven decisions for that (see Section 3)? Of course, but largely we have no
useful data (other than generic) that could improve our decision making. Or do we? This is
where the concept of small data comes in.

3 Decisions, Decisions!

What decisions are we talking about related to LOPA (and Functional Safety in general)? Here
are some examples:

1. How to compare your as-assumed to as-operating reliability parameters? This is a
*required* safety lifecycle task (per IEC 61511).

2. How to make better decisions regarding risk reduction allocation?

3. How to extend your testing/ maintenance intervals for Functional Safety safeguards?
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The methods presented in this paper can be used to help answer those questions.

4 The Big Reveal (begin with the end in mind)

Starting with generic (Big) data, we can use statistics combined with field evidence (demands,
proof-tests, assessments, audits, etc.) — aka “Small Data” - to update the generic numbers, to
demonstrate:

(1) increasing (or not) confidence in the assumed (generic) numbers, and

(2) eventually aid decision making regarding risk reduction allocation, extending test
intervals, etc.

We equate Big Data with generic data, because there is a lot of it referenced across multiple
sources (e.g., OREDA, SINTEF, RiAC, CCPS, etc.). Small Data is site data. Can we update the
generic data with small data? This paper shows how to do this.

5 “An approximate answer to the right question, is better than an exact
answer to the wrong question.”

This is a quote from John Tukey, the legendary American mathematical statistician. How does
his quote apply to us? As an example, let’s ask the following “right” question, “how much data
do I need to be able to make a claim to some degree of confidence?” We’ll attempt to answer this
question in Section 7, but let’s first drill down into the question being asked. The “claim” we are
making is on any one of a multitude of parameters we use as process safety practitioners to base
decisions on, for example, risk reduction allocation to close gaps, setting maintenance intervals,
etc. See Figure 1 for examples of typical parameters that Functional Safety uses. The next part
is, the parameter is claimed to “some degree of confidence,” i.e., it’s approximate. The
parameter value chosen is not a point value that is exactly known (as is often assumed by LOPA
Teams using generic data tables, e.g., “a risk gap of 1.001 is significant!” they’ll claim'). This is
an exact answer to the wrong type of question regarding risk reduction allocation (e.g., “am I on
the risk target line?””) This point is lost on many LOPA teams. Remember, we are trying to be
correct here, not conservative.

In practice, we don’t know if generic LOPA data actually represents reality (i.e., the installed and
maintained (or not) performance of the equipment). And we won’t ever know until we put some
work into (i.e., update) those generic numbers. More to come later on that updating process.

"' LOPA is considered an “order-of-magnitude” method, however, Teams often treat it with way more accuracy than
it deserves. This paper can be used to address the issue of closing “residual gaps” (i.e., gap <10), to properly show
the uncertainty has been accounted for.
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» General Parameters » The “Big 4” Parameters
* |.E. Frequency * Demand tracking
* PFDavg * Failure rate (per failure mode)
* Failure rate * Time-in-bypass
* Human error probability * On-timetesting
» Recovery/ response probability
or time

* Conditional modifiers

e Test interval

* Test coverage

» Useful life, restoration time,
discard time, etc.

Figure 1. Typical Process and Functional Safety Parameters. A parameter describes a real-
world manifestation of Nature we are interested in for safety and reliability. Parameters turn
reality into a number. Parameters can be described with probability distributions (describing the
uncertainty associated with the parameter) and can be updated with site specific evidence based
on operating conditions, field testing, maintenance, etc. Accurate parameters lead to better
decision making regarding, for example, risk reduction allocation, maintenance intervals,
comparing as-designed vs. as-performing metrics for safeguards and IPLs (Independent
Protection Layers).

6 Data Science for the Process Safety Practitioner

This paper discusses an application of statistics to Process and Operational Safety. Statistics is
an important branch of Data Science (see Figure 2). The field of Data Science has immense
potential to impact the practice of Process and Operational Safety. We’ll discuss three example
applications using Figure 2, including a discussion of how it is applicable to this paper. The
three examples are:

(1) Machine Learning — If you’re making “lots and lots” of decisions in a repetitive manner,
you want machine learning. What might this look like in operational safety practice?
Consider a data driven algorithm that is “listening” for a specific failure mode of a
critical piece of equipment. One that if failed could propagate into a major accident
hazard. The algorithm provides early detection of the potential unplanned event. The
event signature has to be defined, the algorithm has to be trained to detect it, the system
must be wired and configured to actually run, and an automatic or human response
planned if the algorithm triggers. An excellent real-world application of machine learning
to operation’s safety is provided in reference [1].

(2) Data Analytics — Following Figure 2, if the few decisions you’re making are not critical
(or you’re not making decisions per se, on the data) and the uncertainty is low, you’ll use
data analytics. In this context, data analytics closely mirrors what is known as
“descriptive statistics.” If, for example, you’re using Process Behavior Charts to trend
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metrics [2], you’re using simple statistics, but you’re not necessarily making inferences”
beyond those samples (until a particularly bad or good trend develops).

(3) Statistics — This branch of Figure 2 is applicable to what we are describing in this paper.
If the few decisions you are making are important and there is large associated
uncertainty, you need statistics. More precisely, inferential statistics, where you collect
some data, and need to make judgements that extend beyond that data either into the
future or to the part of the population that was not sampled. For example, you collect
some data on equipment ‘X’, and want to extend the results of those statistics to the entire
population of ‘X’. Or, you collect some data on equipment ‘Y’, and you want to infer
how ‘Y’ might perform in the future if some parameter associated with ‘Y’ is changed,
for example, its maintenance interval.

The popular and very smart Cassie Kozyrkov, Chief Decision Scientist at Google, likes to say,
“Statistics is the science of changing your mind under uncertainty.” The “Null” or default
position (or action) is based on your prior belief, and is the starting point from which you may
change your mind based on the statistics you would perform. If you don’t intend to make a
decision about something and act on it (or stay with the default position), don’t waste your time
doing statistics. This is what analytics are for.

An example is, you collect some test data on equipment over time, and you then want to extend
the test interval for that equipment based on successful tests, with high enough confidence that
the equipment performance won’t be degraded. In short, you want to change your mind about
the test interval, whether to extend it, or stay with the default interval. You use statistics to show
this. Many decisions made in Process and Operational safety would benefit from the use of
statistics. And by statistics, I don’t mean the kind you learned in High School or College®. More
on that later.

2 What is an inference? Inferences are all around us. A good example comes from the American football
conference championship game played between the Philadelphia Eagles and the San Francisco 49ers on January 29,
2023. Near the end of the 1% quarter, a punt by the Philadelphia Eagles hit the overhead wire causing a very poor
punt. Normally the down would be re-played (the Eagles would get another punt attempt) however there was no
direct video evidence showing the ball hit the wire, for the game officials to overturn the play. However, based on
overwhelming and independent evidence of the player’s reactions to the ball hitting the wire (including pointing
upward and saying the word “wire”), one could make an inference that the punted ball did, in fact, hit the wire. But
there was no video evidence showing with 100% certainty that the ball did actually hit the wire. That is an
inference.

3 There are two distinct kinds of statistics: (1) Frequentist and (2) Bayesian. The two have completely opposite
interpretations of statistical concepts (see Section 7 for an example). You were likely taught “Frequentist” statistics
in High School and College. But it is widely acknowledged that Process and Functional Safety should be using
Bayesian statistics [5,6,7]. And for a fun but brilliant introduction to the Frequentist v. Bayesian “Wars” see the
following link: https:/www.youtube.com/watch?v=eDMGDhyDxuY “All About that Bayes: Probability, Statistics,
and the Quest to Quantify Uncertainty” by Kristin Lennox.
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Figure 2. Data Science Learning Paths[3]. Each of these learning path outcomes, (1) Machine
learning, (2) Statistics, and (3) Data Analytics, has applications for Process Safety. This paper is
describing an application at the end branch labelled “You Want Statistics.” See text above for
discussion.

7 How much data do I need?

This question comes up all the time. The brilliant decision scientist Doug Hubbard likes to say,
“You have more data than you think, and you need less of it than you assume [4].”

First we set some context. Here we’re asking how much data do I need, if I collected it myself in
my facility, to have a high level of confidence that my parameter of interest is correct? We’re
not talking about pooled generic data here. Typical generic data doesn’t come from your site,
which means using generic data to make inferences about equipment at your site weakens your
argument. (However, below, we argue that generic data is part of the starting point for the
statistical analysis described by this paper).

Some additional context is that the data is required to be what is called homogeneous (i.c.,
identical devices in the same service, installed at the same site, managed by the same people
including maintenance, operations, technical services, capital projects, under the same
management of change, and subject to the same economic and human constraints and pressures.)
Obviously, you will want to pool together as many homogeneous devices as you can, in effect
increasing the sample size*. Also, data should be collected by failure mode [8] for the like

4 A result of Frequentist based statistics tells us that as sample size increases, the standard error decreases by the
square root on ‘n’ (the sample size). For example, if my sample size is increased by a factor of 4x, my standard
error is cut in half (relative to the expected value of the population statistic). While this is a good thing, it requires a
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devices, to support RCM (Reliability Centered Maintenance) decisions. Admittedly, these are
very narrow and limiting requirements, but necessary for the math to work, which will support
better decision making. It’s also justified for several other reasons. One is, many times you
have only one kind of homogeneous device, or at best a handful of homogeneous devices. That’s
the reality. Second is, extending the statistics from identical to “similar” devices is, one,
extremely subjective (i.e., when do devices stop being similar enough?), and two, the math gets
exponentially more complicated. And there is currently no COTS (commercial-oft- the-shelf)
software available fit for purpose to do these extended calculations (for non-homogeneous data).
In addition, the subjectivity involved in collecting like data (including by failure mode) may out-
weigh “the math” no matter how sophisticated said math gets. For this reason, we argue the
simpler analysis presented in this paper based on what we call “small homogeneous data” is the
correct place to start, and at a minimum describes the foundation that more complex analysis
would be built on, using future fit for purpose software.

Below we rank, in order going from “big data” to “small data” an attempt to answer the question
“How much data do I need?”

1. Asa “rule-of-thumb” (read: conservative) you need an order-of-magnitude more data
than the claim you are trying to make [9]. For example, say you are trying to claim a
1/100 year initiating event frequency for a particular device. You would need 1,000
years-worth of essentially failure free data. For example, 100 homogeneous devices
installed for 10 years-worth of collected data on the failure effect of interest, with very
few failure modes that can’t be written off (i.e., corrected) as “systematic®.” The authors
have heard of very large sites doing this exact thing. A simple MLE® (maximum
likelihood estimator) ratio can be used (i.e., total number of failures divided total number
of years) to produce the best estimate of the failure rate parameter given your data.

This same example can be applied to probability of failure, based on field testing
evidence as well. To make a claim of a 1 in 10 probability of failure, you would need
100 demands worth of failure-free homogeneous data. The MLE would take the form of
total failures on demand divided by total number of demands.

2. Ifyou don’t work in a large facility such that you have access to a significant pool of
homogeneous data as described in Case 1 above, you need to sharpen-the-pencil a bit. In
this case we will invoke a probability distribution, (for example, the Poisson distribution

sampling distribution of the statistic you’re interested in to be developed (the mean, variance, etc.). So for small
data applications, it is limited, in making valid inferences. Bayes is a more direct and realistic method to incorporate
larger sample sizes without the need to invoke hypothetical sampling distributions.

5 “Systematic” isn’t a recognized failure mode in RCM (Reliability Centered Maintenance) parlance. However, the
term is so embedded at this point in Functional Safety, there is no undoing it. The good news is, the Bayesian
statistics presented in this paper works with so-called “systematic” failures or faults, whether included (or not) in the
data collection effort. It is up to the judgement of the practitioner to include them (or not).

® The MLE is a frequentist-based parameter estimator, first developed by R.A. Fisher. It is the parameter that
“maximizes” the likelihood of observing your data. The main limitation of the MLE is that confidence limits do not
fall out of it naturally. One must invoke an artificial distribution — such as the Chi-square — to calculate confidence
limits. The reason is because the likelihood part of the MLE is not a valid probability distribution.
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for failure rate or the Binomial distribution for failure on demand) to lessen the
requirement for data. The assumption we make is that the probability distribution we
select represents the underlying distribution found in Nature (a common assumption that
is taken). An example of the reasoning used to determine how much data is needed in
this case is found in [10]. The results can be summarized as follows (see reference [10]):
You need three periods worth of homogenous data to “prove” a number to 90%
confidence’. For example, if I'm trying to prove that my parameter is “1 in 10”, I need
30 years or 30 demands of failure free data. For “1 in 100” you would need 300 years,
etc. This is better than Case 1 above, but for smaller sites or where you have very unique
installation(s), still very constraining.

3. At this point we are ready to transition from bigger data to smaller data requirements.
We pause here to acknowledge that this paper will not be able to discuss relevant
statistical concepts such as sampling distributions, the Central Limit Theorem, etc. which
are cornerstones of big data statistics. There’s an old caveat in statistics that goes as
follows: “it probably doesn’t mean what you think it means.” We’ll leave you with an
example and move on. The point here is that many practitioners using even basic
statistical concepts don’t really understand what they mean and what the assumptions
they are based on mean. Many people assume a 90% confidence interval means “there is
a 90% chance that the true parameter falls within that interval.” Not necessarily. It
depends on what kind of statistics you are using®. If you don’t know what kind of
statistics you are using, there is good chance that a 90% confidence interval will actually
mean, “If I took 1,000 samples (or, more in the limit), 90% of the confidence intervals
that I would calculate from each of those 1,000 samples, would contain the true
parameter.” This is a completely opposite meaning (to the former), and more practically,
no one ever takes 1,000 samples. The small data method we present below does in fact
use the former interpretation (i.e., “the chance that the true parameter is within the
interval”).

4. The smaller data method presented by SINTEF [6], requires at least as much total
equipment time (they refer to this as an “observation period”) as what you’re comparing
to in order to give confidence to the updated failure rate or recommended (new) test
interval. We’ll discuss below how they are able to lessen the data requirement.

5. And finally to small data (used in the example below in Section 13), requiring a sample
size of only n=1 (i.e., one proof test, one failure, one demand, etc.) to begin to make
updates on. How do we get away with this?!

7We are able to invoke the concept of a confidence level here because we are using valid probability distributions.

8 We associate Frequentist (classical) statistics with “big data,” and Bayesian statistics with “small data.” Frequentist
statistics works in the “long run” (the theoretical limit being infinite). That is, after many trials, draws, demands,
repeats, or experiments have been performed, I can make my inference. Bayesian statistics works as soon as the
data starts to trickle in.
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How does small data work? It works by using something known as a “Prior.” The Prior is what
we bring to the table when we initially design an IPL (Independent Protection Layer)°’. It is our
beliefs, opinions, attitudes, biases, and experiences (in short, everything that makes us human)
about how we think that IPL will perform. But it is also data on that IPL. Generic industry data,
corporate pooled data, one-off data, certified data, best-guestimate data. All of this powerful
evidence is rolled into the Prior that becomes our starting point parameter from the design phase.
From there, in the Operations and Maintenance phase of the IPL lifecycle, we test, maintain, and
audit. This trickle of real-world performance is then used to update the Prior to produce what is
known as a “Posterior” (post-data). Initially, the goal is to build a case of confidence (or not) in
the Prior. We are not talking about (at least initially) changing the numbers. We are arguing to
first build a case (claim) in the confidence of the number (the Prior). See Section 10 for more
details about how we do this.

8 Aren’t Decisions based on averages good enough?

Decisions based on single-point averages are ubiquitous in business and industry, and process
safety is no exception. But critical (important) decisions that have associated uncertainty should
never be based on single-point values. Why?

As Sam Savage likes to say, “Decisions based on averages, are wrong on average.” This is
known as the “flaw of averages” [11].

Think about some hypotheticals. The drunkard that plans to walk down the centerline of a busy
road (the average) to stay alive, will be dead, on average. Then there’s the statistician that
drowned in a stream of an average depth of 2 feet. You get the picture.

Think about this. The entire notion of Functional Safety is built around the concept of an
“average.” That means that our decisions based on those “averages”, for example, setting
maintenance intervals, allocating risk reduction, etc. will be wrong on average!

Simple averages may not reflect the underlying distribution in Nature that we are trying to make
an inference on. The other problem is using an average value doesn’t inspire much confidence.
An average is approximately a 50% confidence level (depending again on the underlying
distribution). But 50% is pretty low confidence. Sure, you could artificially improve that 50%
value to a higher confidence — say, at 90% - but then you’re sacrificing by being conservative.
Remember, the point of this paper is about being correct, not conservative.

How do we be more correct? First, we don’t have to throw the proverbial baby out with the bath
water. We retain the generic 50% point-value as the starting point of our effort (this is the Prior

% It is important to note that Frequentist statistics does not allow the use of a Prior. To be a Frequentist means you
must check your beliefs and opinions at the door (and supposedly let the data “speak” for itself — no matter how long
it takes!). The problem is, the data can’t speak for itself (only humans can speak), and if data could speak, it
couldn’t tell the whole story anyway!
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as discussed in Section 7). From there we gather actual field evidence (data) to update that
generic 50% point-value to show increasing confidence (or not) in that value.

9 Subjective v. Objective -what’s the difference?

Subjectivity is everywhere in process and operational safety. It shows up in every important
decision we have to make that is under uncertainty, including from ranking hazards to choosing
how much credit to give a particular safeguard. We have seen some subjective choices already
in this paper that we will face, such as, deciding what to include as homogeneous data,
classifying failure modes (causes) for field data, determining what distribution matches your
underlying process, and even just deciding if some statistics are needed to help improve decision
making. And we have seen that being subjective is a big part of what makes us human (i.e., our
beliefs, opinions, past experiences, etc.). Being subjective isn’t a bad thing, it’s what makes us
human!

Still, there can be a lot of resistance from purely objective and rational engineers to using, for
example, a subjective Prior (i.e., based purely on beliefs). Even though as we’ve discussed our
Prior will be largely based on generic data, however, there is nothing preventing us from
modifying the generic value based solely on subjective belief. It’s up to the person (or team)
setting up the Prior. But even this hint of subjectivity is enough to close their minds to the
method. To that end, let’s seek a middle ground between objective and subjective.

First, objective doesn’t mean “quantitative'?.” A better definition for objective is to “see beyond
our personal biases and prejudices [12].” But since we are human, we can never make perfectly
objective decisions and choices. But we can be aware of them (our biases). And that is the
power of subjective probability. We’re not asking you to ignore being human, we are asking you
to be aware of it!

10 Updating Rule — To be less and less wrong'’

We’ve discussed starting with a Prior for our parameter of interest, and updating our Prior based
on actual field evidence. What does this look like? Before we get into that we briefly discuss
the tools used to perform the updates. The Microsoft Excel™ spreadsheet application has
improved its statistical capability especially within the past 5 years or so. The number of
included probability distributions, along with the ability to do, for example, Monte Carlo

10 There exists an entire literature discussing how the mathematics of subjective probability (based solely on beliefs)
is as valid as the mathematics of probability based on hard data [13,14]. If you’re still not convinced subjective
probability is a thing? Check out DraftKings or BetMGM websites as examples.

! The complete quote is “to err and err and err again, but less and less and less,” from “The Road to Wisdom” by
Danish mathematician Piet Hein. We are not trying to make a claim of 100% certainty (that is impossible with any
important decision under uncertainty) however, with each update we run incorporating site data, the goal is to
become less and less wrong.
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simulation, allows one to perform Bayesian updating on the Prior directly in Excel, to produce
Posterior distributions. There are some limitations encountered by staying in Excel, versus
coding the updating process using, for example, the R programming language. However, we
want to start simple, to encourage the uptake of these concepts by Process and Functional Safety
practitioners. The other reason is, no matter how sophisticated the math becomes, the decision-
making process as we’ve been discussing, can never “boil down” to a number (or even a
distribution of numbers). The subjectivity involved is too great, for example, even the data
collection process touched on in Section 7 is dominated by subjectivity. We keep the tools and
methods simple for this reason also — yes we advocate better decision making, but if the tools are
so complex that no one will use them, it defeats the purpose.

Figures 3, 4, 5, and 6 [15] describe the updating process. Refer to the caption in each figure for
discussion.

Site Data collected at Prior belief (based on generic data,
some interval calculations, initial assessments, etc.)

Posterior  —
“Post Data” — ‘ X ‘

After each Update with site
data, the Posterior becomes
the new Prior.

Figure 3. The updating process. The Prior is established first (before data is collected) and
combined with an updating rule to produce the Posterior distribution. The Posterior provides an
inference on the future interval between the new Prior and the next update.
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Updating rule.
The Posterior. This term is known as the The Prior.
Updated belief (probability) of ‘likelihood’. It incorporates a This probability quantifies the
the parameter, given the probability model (for example, analyst’s Prior belief that the
observed data. This represents a Bernoulli trial). Frequentist parameter value is the one
increasing confidence in the methods stop here. operating in Nature.

parameter. 1 l
l P(data | parameter) X P(parameter)
P(parameter | data) —

Summing/ Integrating function [numerator]

Parameter = failure rate, 1
response time, initiating event . . .
frequency, MTBF, PFD, ec. The denominator normalizes the Posterior between 0 and 1.

Depending on the chosen Likelihood and Prior, this term
can be simple (e.g., discrete Bayes summing in Excel™), or
complex (e.g., computational Bayes using Monte Carlo
sampling to solve the integral).

Figure 4. This is known as Bayes’ Rule. Bayes’ Rule is a theorem of conditional probability,
it is exact. However, when used to perform inferences on parameters (as we are doing in this
paper), Bayes’ Rule becomes “Bayesian”, i.e., it is no longer “exact.” This form of Bayes’ Rule

can easily be created in standard Excel™ using its extensive list of probability distributions that
are included.

Site Data, ,
1 » Same 0 but increasing confidence
Assign Prior Biavis®
Probability S A S 0,0,0,0.....
i1 i Rule e e e
Distribution

0 = parameter of interest

We ARE updating the single-sided upper
confidence in said parameter for each
cycle of the Bayes’ engine. As more
data is collected, uncertainty decreases.

Figure 5. Bayesian updating brings the as-designed (Prior) parameter into focus as data is
collected over time and updates are made. An update can be made whenever new data is
collected. A direct result of this is you are able to evaluate how well your assumed parameters

from the design phase are actually performing in the field, as required by ANSI/ ISA 61511-
2018 clause 5.2.5.3.
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Site Data, , |
Assign Prior N » Each new sample generates a new 0
e ye | Bayes
Probability > — e
R Rule 1.2,...n
Distribution

0 = parameter of interest

We are NOT calculating a new parameter value
for each cycle of the Bayes” engine. Updating
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Figure 6. Over time, if a claim of high confidence can be made on the parameter, it is possible
then to adjust the design value of the parameter (i.e., redo the calcs and update documentation) to
modify, for example, initiating event frequency, proof-test interval, scheduled restoration or
discard intervals, etc. all of which would have potential cost savings without reducing safety.

11 Bayesian Schmayesian

The intellectual giant, Nassim Nicholas Taleb (Figure 7), whose books have been called among
the most important to be written since WWII, uses the phrase “Bayesian Schmayesian” in his
Technical Incerto [16]. The technical Incerto is a wide ranging treatise describing the math
behind such concepts as Fat Tails, Black Swans, anti-fragility, resilience, and being fooled by
randomness (in general). Any practitioner of Bayesian statistics would be wise to take notice of
that tongue-in-cheek jab to see what he is talking about.

Taleb is poking fun at attempts to use something “vaguely” Bayesian (called “Schmayesian”) to
solve problems about the unknowns under thick tails. Luckily that is NOT what this paper is
about. However, Taleb goes on to write, “One of course can use Bayesian methods (under
adequate priors) for the estimation of parameters...” [16]. Full stop. That is fundamentally what
we are describing in the paper. And who develops the best possible Priors if not Functional
Safety people? If you’ve ever been involved with (even peripherally) the SIS Engineering effort
on a Capital Project, you know first-hand the effort and brain power that goes into selecting
model parameters! These are the Priors! And they are very adequate!

The fact is Process and especially Functional Safety is missing the proverbial boat on
implementation of Bayesian inference. The majority of effort comes from developing good
Priors, which Functional Safety is already doing. Many of current references, all related to
Functional Safety, support the use of Priors as the starting point for incorporating Operational
and Maintenance data into the calculations [5,6,7].



GCPS 2023

INCERT( M

|
HERIm Yy il
LLE I [T FT ||
* Luleh

\Fi
|:|I|| En 1y

AND0M g

ATLDYHALLAMY

VLK A I.\"

Mg g
LRED ¢ ; 7
|'|I||.:_|i !l ¢ L |

UstEg

S YL A SRR ARA

¢ MYSS ADNYITA AR

i
o,

| -
TRy, f

Figure 7. Nassim Nicholas Taleb, wrote the 5-book series Incerto (Latin for “Uncertainty”),
discussing (in general) the ways in which humans get fooled by randomness.

12 Small Data — putting it all together

Before jumping into some real-world examples in Sections 13-15, let’s summarize what small
data means. Small data, as discussed in this paper, works on the premise of a robust Prior, the
kind that already comes out of detailed SIS Engineering efforts, or the ubiquitous data tables
used for LOPA. After data is collected (testing, maintenance, audits, etc.) the Prior is then
combined with an updating rule to produce a distribution of the parameter and its uncertainty
reflecting site specific influences. An immediate benefit is that compliance can be demonstrated
(to Clause 5.2.5.3 of ANSI/ ISA 61511-2018, for example) that you are assuring the parameters
assumed during design phase are in fact reasonable for the site operating conditions. As
additional data is collected over time, potential cost savings can be realized by, for example,
extending proof-test intervals, extending useful life, lowering initiating event frequency, etc.
without compromising safety. The tools for performing this analysis are accessible to the
practitioner and we argue that because of the large amount of subjectivity involved in these
decisions, the use of more sophisticated mathematical techniques is not justified, at least initially.

The alternative, known in this paper as big data, is to wait literally for decades until enough data
has been collected to attempt the same analysis. In practice, where significant changes in
process operations can occur year to year (to process, hardware, people and budgets for
example), any benefit gained by having larger data is completely eliminated by the gradual
introduction of non-homogeneity into the data itself over time (i.e., the inferences you would be
making on that data are greatly weakened).
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13 Example #1 - Justifying deviations from corporate standard IPL credit
values - DCS 1 in 100

Our first example comes from a case study “A Tale of Two BPCS Credits, A Bayesian Case
Study” [17]. In this case study the LOPA team wanted to challenge the corporate standard
initiating event cause frequency for a robust Basic Process Control System (BPCS). Typically
initiating cause frequency values are mandated by client standards. These static numbers are
normally not an issue as it keeps LOPA scenarios consistent. The drawback of a static number is
it can be restrictive, especially when LOPA severities targets run extremely low (i.e., many zeros
after the decimal).

13.1 What was the problem?

For this example, the team had reached a crossroads. The LOPA had a high severity scenario and
had applied all existing Independent Protect Layers (IPLs) but still had a gap of one risk
reduction credit. The options to close the gap were to install a new Safety Instrumented System
(SIS), or “sharpen the pencil” and take a closer look at the existing IPL credits and the initiating
cause frequency (a BPCS initiator). Typically BPCS initiating causes frequencies are limited to
one failure in 10 years, but could the team justify 1 failure in 100 years?

The LOPA scenario delt with a batch reactor which was sequenced by the BPCS. There was a
failure mode where if a particular block valve were to open during a certain phase of reaction, a
high severity thermal decomposition runaway reaction could potentially occur. The mitigation
target was going to be difficult to achieve while the amount of protections available were not
enough, yet the team thought their current safety design was adequate (a reasonable subjective
judgement as a starting point). The problem was their safety system was also the initiating cause
(the same batch processor). The team was limited by their corporate standard which only allowed
them to apply an initiating cause frequency of 1 in 10 years while not being able to apply the
same BPCS valves as an IPL. This limitation is typical in industry due LOPA requiring IPLs to
be Independent (per their definition).

The team believed that their BPCS was a highly robust, dangerous failure resistant system. They
were sure that nearly all dangerous failure modes had been eliminated by design. One such
example was the initiating event valves were motor-operated valves which were “fail last” (the
safe state). The dangerous mode could not occur as long as the valves held their position and
motive force was removed by the BPCS sequence. Furthermore, ever since a redesign from 25
years earlier, there had never been a failure of the system.

The system sounded good; however, as any process safety practitioner knows, taking a 1 in 100
initiating event frequency for BPCS systems is not typically allowed from industry or corporate
standards. This client was no different. The corporate LOPA standard only allowed a 1 in 10
initiating event frequency for BPCS. The other issue was ANSI/ISA 61511-2018 clause 8.2.2
which stated “BPCS as an initiating source shall not be assumed to be <10-5 per hr. (~1 in
10yr).” Many LOPA teams would recommend a safety instrumented system when faced with
such restrictions, however this client did not want to incur the increased complexity and cost of
ownership that comes with one. Also, there was concern that adding another SIS valve in the mix
could actually result in new hazards (certain batch modes would become more dangerous with
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additional valves). Given the restrictions, how could the client hope to achieve a 1 in 100
initiating event frequency for their BPCS interlock?

The client did have ideas in mind to satisfy the requirements. First the corporate LOPA standard
limitation. The client had an approved generic data deviation policy and procedure (for all
generic data used in their LOPA’s). This deviation would be documented in a form which the
team would need to fill out, that also needed to be accompanied by supporting evidence. The
project scope of work would serve as this evidence.

Other limitations are the various standards, a major one including ANSI/ISA 61511-2018
limitation, as well as CCPS guidance that a BPCS IPL shall not be over 1 in 10 initiating event
frequency. They also intended to stick with their design and consider the system risk reduction to
be As Low as Reasonably Practical so long as they performed their due diligence in justifying
their position. Further examination of the standards, problems, and solutions can be found in the
whitepaper reference [17]. The conclusion from the paper is if a deviation is needed from any
standard, it is not outlawed outright, but there had better be a justification documented. One of
the proposed methods was a Bayesian analysis with a confidence assessment. This is a small data
method.

13.2 Why was this small Data?

In order to justify this system was operating at a 1 in 100 initiating cause frequency, the team
would need to provide a justification. The team was confident in their system; however the
problem was they did not have a lot of data to back up their subjective beliefs. If the team was
limited to big data methods, such as a Frequentist interpretation, up to a 1,000 years’ worth of
data would be required to justify the frequency of 1 in 100 years (refer back to Section 7 for this
discussion). Unfortunately, there was no way to get 1,000 years’ worth of data as this is the only
such system in existence known to the client. The client only had 32 years’ worth of operation
history. Rather than "big data," the team was dealing with "small data."

How would the team justify their 1 in 100 failure rate with only 32 years' worth of data? The
answer was to use the data they had, their expert opinion, and a Bayesian analysis with a
confidence assessment. The data used was the actual operating history (32 years of history), and
expert/ team opinion in the form of a Failure Modes and Effects Analysis (FMEA) where the
team analyzed all known failure modes and effects of the system. These numbers were used in
the analysis to generate a confidence distribution which answered the question “what is the
confidence our system is operating at a frequency of 1 in 100 years?” Detailed discussion of the
method is explained in the paper reference [17].

13.3 What were the results of small Data?

The team developed a confidence level in their system being 1 in 100. The confidence was good
to start with, 0 failures in 32 years, with a favorable FMEA to back up the numbers; the team had
a >80% confidence their system was operating at least as good as 1 in 100 (see Figure 8). All
seemed good, but unfortunately for the team the system had a failure during the middle of the
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study! This unfortunate event needed to be factored into the analysis. The confidence assessment
was updated (using the technique shown in Figures 3 and 4) and it was discovered the
confidence of 1 in 100 frequency had dropped to <35% (see Figure 9). This was deemed as
unacceptable from a risk standpoint'?.

The team unfortunately decided that their 1 in 100 frequency should not be used in their LOPA.
In this case the standard, even though it is conservative, was proven to be "correct... for now."
Small data does have a drawback that it can be contradicted by failures fairly easily, but the good
thing is it will happen quickly. This is the right type of conservative. The system frequency could
still truly be 1 in 100, maybe the first failure in 32 years was unlucky. If the system operated for
a long time without a failure it would be a good bet that the system could be operating at the 1 in
100 frequency, but now the conservativeness has a basis, rather than just being blindly trusted.

The result of the recent failure gave the team immediate feedback that action needed to occur on
their system. Based upon the unfavorable result, the team was able to generate different
recommendations based on knowledge gleaned from the study, including performing a full
incident investigation. The root cause analysis ended up determining the system failed at the
valve level, namely the limit switches gave false indication on a critical step. Based on this
finding, and the knowledge that the BPCS should not be credited with a frequency of 1 in 100,
the team decided to revisit the SIS idea.

The team ultimately decided they could close their LOPA gap by adding in an SIS controlled
limit switch permissive between the hazardous batch steps. This also avoided introducing a new
hazard from unwanted new valves. These decisions were supported with the data, whereas if not
for the data and the study and the team just went with their feelings, they could have been
operating with a significant safety gap. Rather than thinking their system was good and did not
need any improvement, the data supported the safer decisions of taking the more costly approach
of installing a new SIS.

12 The question often comes up in this kind of analysis, what confidence level is acceptable/ unacceptable? We
recommend as a guideline, that 50% confidence (loosely representing the average) is the lowest confidence level
you would want to claim, without dropping below this (if you did have a parameter calculated below 50%
confidence this would be proverbial “red flag” that you may be under-protected). Notably, 70% confidence is
recommended in ANSI/ISA 61511-2018. Traditional QRA (Quantitative Risk Analysis) uses 90% to 95%
confidence levels. That being said, more important than the static number, is how you are trending over time (good
or bad). And as noted previously, it is possible to artificially inflate the confidence by choosing a more (generic)
conservative number, but you actually haven’t learned anything in the process, and at best you’re just being more
conservative (versus being correct).
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Figure 8. Prior distribution for Example #1. This distribution was developed by the team for
a specific BPCS function where it was desired to take a 1 in 100 initiating event frequency in
LOPA. To develop the Prior, the team used site historical records as well as an FMEA
performed for the BPCS function (that considered potential human impact as well). The plot
shows that the Prior confidence that the system was operating at 1 in 100 is 82%. This was in
line with what was seeded, i.e., 95% confidence for 1 in 10, and 70% confidence for the FMEA
result (1064 MTBF). Some additional features of the plot are (1) the c.d.f. is used (cumulative
distribution function) because it allows one to read the probability (confidence level) directly
from the vertical axis (versus a p.d.f density function which require one to integrate to get the
same information) and (2) using a c.d.f. gives the confidence level as a “single-sided upper”
confidence (i.e., the probability the parameter is at this value or less), which for most parameters
used in process safety, e.g., failure rate, PFD, response times, maintenance intervals, etc. the

desire is to be confident you’re below some upper limit.
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Figure 9. Updated Prior to produce the Posterior based on new field evidence. A failure of
the BPCS function occurred that required updating the Prior with this new data. You can see that
the single-sided upper confidence level took a big hit. In general, when trying to make a claim
on a small number (the kind we encounter in Process and Functional Safety) just one failure will
cause the statistical confidence to nose-dive. See the text for a discussion of how to handle this.

14 Example #2 - Instrument Failure Rate Data and Prior Use Justification
(Failure Rate Data)

Our next example explores seemingly big data, but it is actually small data in disguise. This
example deals with plant-based instrument failure rate data. This data is directly used in the
calculation of a SIF’s risk reduction performance. While this is not exactly a "failure" of the
LOPA method, these numbers do directly influence the over optimistic trust we sometimes have
in the LOPA method’s ability to take us to the negligible risk zone. Many times a team places
extremely considerable risk gap closure targets on SIFs. Many time these numbers are
completely unrealistic. For example, when is the last time you saw a SIL 3 system that was
actually operating with less than 1 failure in 1,000 - 10,000 years (or demands)? How would you
ever hope to have any sort of confidence in that number, or prove it? If you are ever late on
testing, is the system still SIL 3?

Why do these considerable risk reduction target SIFs get recommended? What if the team had no
other option? The total target mitigated event likelihood was simply too low, and the team
applied everything else they could think of, but they were left with a seemingly insurmountable
gap to close. The LOPA team would likely take the easy out and apply a SIF and move on with

life.
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Another unfortunate reality of high integrity target SIFs is that chances are also high that the
process is unique, and Safety Certified devices likely aren't available or rated for the particular
service. Some form of analysis should be undertaken on the data used to perform these SIL
calculations in order to better inform the LOPA team of what is really possible so everyone can
make better decisions.

14.1 Why is it small Data?

All facilities that follow the ANSI/ISA 61511-2018 lifecycle are supposed to be proving their
assumed failure rate numbers with actual field data, yet hardly anyone does. Some will have an
industry generic database, some a corporate database, and the most advanced sites have their
own site database. This would all be based on big data, but all of these miss the mark! Per
ANSI/ISA 61511-2018, reliability data SHALL BE based on field feedback and also
uncertainties assessed per the operating environment (see for example Clause 11.9.3 and 4).
Since most high integrity SIFs operate in their own unique environment, the only data to pull
information from is a small handful of devices, or worst case just the single SIF's information.
This is small homogeneous data.

The abundance of various data sources can be mis-leading as potential inputs that can be used for
this data, including data historian outputs (DCS and SIS), Preventative Maintenance reports,
proof test reports, and work orders. This might seem like a lot of data, but keep in mind the
relevant data is a small subset of all these larger data sources, and it is very subjective when
deciding what to leave in and what to leave out. If your device is a differential pressure
transmitter in an oxygen mixing system, you might only have a few other similar transmitters
with which to compare it to that are also in the oxygen service. And you should not pull data
from other operating facilities because your plant is the only plant with your procedures and
particular maintenance staff (refer back to Section 7 for additional discussion of homogeneous
data requirements). In other words applying the data from industry might inflate or deflate your
systematic biases, only your own data will factor in the systematic bias. It is possible that the
only data available is from the device itself. It could even be possible that there is no data (such
as could be the case for a brand new “green field” installation).

One might ask how many samples would be required to form a confidence assessment on a
failure rate number. Interestingly with a Bayesian engine, the minimum required samples are
actually zero! As long as a Prior distribution can be generated (based on expert opinion often
using generic data sources), there can be a confidence assessment. Qualitative data that can be
used in the analysis includes interviews with personnel with repeatable check lists, or expert
review of the instrument installation compared to the vendor literature, or even feedback from
peers at other facilities. This feedback can be used to “hedge your bets” when it comes to
generating the Prior distribution (see more details about Prior distributions at paper reference
[17]). That said, it would be recommended to have some amount of (typically generic)
quantitative data for generating the Prior distribution. If the amount of quantitative data is low,
the best thing to rely on is more qualitative data. With a Bayesian engine you are not limited to
quantitative vs qualitative.

All of this is not to say the data used in a failure rate assessment has to be small data. The “best
fit” qualitative data used for this form of analysis would primarily be specific to the instrument



GCPS 2023

(i.e. small data), however the information could come from the entire plant. There should be a
tweaking of the confidence assessment when using plant wide data. For example if you know
your installation is more hazardous than the typical installation in the plant, then your confidence
in the plant wide number should be lower.

14.2 What is the Desired Result of the analysis?

The desired results of all of this analysis would primarily be a better failure rate number for the
instrumentation, but greater than that is the achieved SIF performance with a confidence in that
number. This assists the team in knowing they have work to do, either in taking some burden off
of the SIF and making the target smaller, or potentially working to reduce or eliminate the hazard
altogether. LOPA recommends at least an (approximately) 50% confidence in IPLs. IEC 61511
requires a 70% confidence in any failure rate numbers used. If the failure rate with confidence
assessment is using any numbers lower that those targets then the actual gap closure of the
LOPA scenario should be suspect. If the team has done everything that they can, the big decision
that must be made is “is it time to eliminate the hazard by process redesign?”’ This is the safest
decision that can be made, but you would never know it needs to be made if you do not analyze
the confidence in the numbers.

Ancillary outputs from the analysis also include generic plant failure rate numbers, either per
process, per unit, per line, or even per device. The failure rate data and confidence assessment
shows compliance with the IEC 61511 standard (used in case of audit, both are required by the
standard). The updated failure rate info can be applied to SIL Calcs (either new or revised). This
data feeds back to the LOPA to confirm risk gaps have been closed.

Another useful output would be device “Bad Actors” (including spurious trips, or dormant
failures). This would come from reviewing the plant historian and examining each device for
comparable failure rate numbers. The Bad Actor assessment could identify instruments that need
immediate action and tell the team exactly where to focus their efforts. The data can answer the
questions such as: Is the device suited for the process? Is maintenance doing a bad job? Does the
device need tested more frequently? Is this device a lemon? Why does the unit keep going
offline?

A final note is this form of analysis provides useful feedback. The data could tell an owner-
operator if their systematic errors are greater than, or less than industry generic. If they have
installed a SIF device whose failure rate is worse than industry average, or their confidence is
lower than average, then there is something going on at site leading to a higher systematic
contribution. This would lead to another set of decisions which hopefully lead to an improved
site safety culture.

15 Other uses of small data in support of LOPA

A few other honorable mentions where "large data" is not the answer for assisting in decision
making when LOPA falls short.
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15.1 Multiple human credits in LOPA

What do we do when a LOPA tried to stack multiple human credits on a high severity scenario?
There likely were no other options, or the failure was due to a manual procedure that cannot be
fully automated (for example, a loading operation involving a highly hazardous process to a rail
car). The small data would come from qualitative plant experience, events per total operational
history, and any failure data if it exists. All of the data is likely less than 100 years’ worth on a
scenario with a target of one failure in 100,000 years. The methods discussed in this paper can
be used to show risk targets are being met.

15.2 Changing LOPA targets or severities during PHA revalidation or redo cycles

What do we do if LOPA teams keep changing a scenario’s risk ranking each Revalidation cycle
(or the Corporate risk matrix has changed) especially following a large investment in risk
reduction allocation? Perhaps the scenario is not well understood. What if we examine other
similar facilities or do some research of other similar facilities accident reports from the
Chemical Safety Board. This qualitative analysis could shape a confidence assessment in a Prior,
which could then be used to set the most likely severity and likelihood of the hazard (to some
confidence level). We could then see how the confidence level has changed at the new risk
ranking or LOPA target. We should not just blindly take the worst credible outcome in the name
of being conservative. We need to analyze what makes our plant different, and account for these
differences. Once the numbers are justified then the corporate standard should specify the values
to use for future revalidation teams to utilize. As always document the justification and re-
examine it periodically.

15.3 Using Two-BPCS credits in LOPA

Can we take two BPCS IPL credits in one LOPA scenario? This is a similar question to our first
example discussed in Section 13. Typically the standards say you cannot, but what if our plant
experience says the standard is being too conservative and our plant DCS is being operated and
maintained better than average? Let us review our data and make a confidence assessment to
justify our decision.

15.4 Independence assumption in LOPA

What do we do if our IPLs are not independent? A lot of times we might need to jump to a
qualitative risk assessment and just abandon LOPA, but is this always necessary? What if we
have data and expert opinion that tells us we are okay, or this is not a typical installation? Let us
use that data (qualitative or quantitative), make a confidence assessment, document our
justification, and move forward without having to go through "paralysis by analysis."
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16 Conclusion

This paper has made the case for doing what is not being done yet in Process and Functional
Safety. Incorporating site specific data back into the generic parameter values we use in LOPA,
SIS Engineering, and QRA, etc. In a more general case, this supports the effort of closing the
safety lifecycle by feeding back data and other evidence into the as-designed parameters to

ensure these assumed parameters and metrics are in fact valid. We’ve also shown the method to
do all this.

We’ve discussed that although generic data can be very trustworthy (especially as a starting point
for the Prior), it is not appropriate for making inference-based decisions under uncertainty, for
your specific applications, regarding risk reduction allocation, maintenance intervals, and
knowing how well you are doing compared to what you’ve assumed during design. In short,
you’re not going to be using the best inputs to base decisions on, if you don’t account for site
specific factors in your evaluation.

We recommend to start by “test-driving” these methods on a few difficult decisions you’re
facing regarding LOPA. We’ve kept the tools required in our examples simple Excel™-based
calculations. There is a lot of traction that can be made without getting more complex with the
math.
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